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VPN Portal Site Access & Program Download

= VPN Portal Site Access & Program Download

New Tab n - - 0O X
> C ohttps://apicvpn.lge.com e :
& LGVPN
VPN ABOT IS e At Precaution on using VPN
1 A 1
z 48 1 PC
' T | . Wh
W 1§

Username

Password e

@ VPN Portal Site Access
= Type (https://apicvpn.lge.com) on URL Or
or Type (https://vpn.lge.com) on URL

VPN system will be changed to new system on September 21st . If you want to
use the new VPN system in advance, please access https://vpn.lge.com

eType Username e Type Password
Without @lge.com (PC Password)

O Click LOG IN

- +

: o https://apicvpn.lge.com -u w0

e Select the Operating System installed in your PC to install the Program
= Windows 64 bit
= Windows 32 bit
= MAC 32_64 bit
® Linux


https://vpn.lge.com/

VPN Program Installation

= VPN Program Installation Guide
#3 GlobalProtect - w

Welcome to the GlobalProtect Setup Wiza:m pa loalto

e T

The ircstalier vell guicle pou theough the steps requred 1o nstal GlobalProtect v4.0.4 on yous
computes

WARMING: Thiz compuler program iz prodecied by copyrght law and inbernastional tre.stes
Unasuthorized dupheaton of destribution of this progeam, of any porson of &, m.mm.lnsmmi
o creranal penalties, snd will be prosecuted to the maamum exdent possble urder the law.

Click Next
#3 GlobalProtect N *
Confirm Installation pal.oalto

—

The inataller iz raady to nstall GlobalProbect on your compubes.
Chck "Meat™ o stant the mstallaton.

Click Next

12 GlobalProtect - x®

Select Installation Folder .
#2 paloalto

The mstaler wall nstall GlobalProtect to the followansg holder.
To mastall n thes foldes, clhck "Mest”. To nstall bo & diffesert folder, enter & below or chck “Biowse™

Foder
JC WProgram FilesWPalo Allo NetworksWGlobalProtect¥ Browse
Dtk Cost..
Click Next
Cancel < Back
19 GlobalProtect - %
Installation Complete
P M paloalto

GlobalPictect has been successiully installed
Chek "Close™ bo el

Click Close

9




Run VPN Program and Access

» Run VPN Program and Access

B 0O € GlobalProtect = GlobalProtect

7 e _

(G Glovatrrotea Slgn In

©

# GlobalProtectsd msi k Portal: https://apicvpn.lge.com
"o

D gobspotect- 83 ' Welcome to GlobalProtect olUsema me

e Please enter your portal addre: :Password

apicvpn.lge.com |
, T——

L obhlfw«4 o

Cance

0 Run VPN Program
* From Start, type GlobalProtect (VPN Program) and Run

© Click Sign In

eType Portal Address(First Time Only) oType Username, Password (PC ID/PW)

= Type apicvpn.lge.com
or Type vpn.lge.com

X If you want to use it in advance, Type vpn.lge.com

e Click Connect



Run VPN Program and Access

GlobalProtect

Sign In

Enter iogen credentiaiy

apichelpdesk

OTP Passw

o Sign In

— - [ For On-Time ONLY, (NOT 24 HOURS) Highly recomemend to use Mobile
= OTP for Cofmneinds
- [y —
y1 e Gste L] F .
e Hallal (ingut yous AD IDH To dvond the theft or illegal installation of your OTP,
. st h Yous nead 1o vanly yourself wi are checking user's personal identifiaction code
- e L e S by putting EPYSS0 Password
e gt B b b to get Temp OTP and App Solf-lstall
S Employes Nurmber
Precaution on using VN k
1. Acce princople. be rrude femugh desgransd Personal
- el Identificatson Code
he (YYYYMMOD)
a . n | 4 r -
. Pictorial Symbol
- L / 4hr4b )
- . : =
.
-~ !
“ee] Temporay OTP Regeust -
e T 8 gy gt g - (3] Temporary OTP Reqeust .
- For On-Time ONLY, (NOT 24 HOURS) I # Lost personal identification code, recenang an exernal &-mail
@ Highly recommend to use Mobide OTP for
o VPN User Guide . CONVEnience. send mail
emp
- B temporary digits to login without smartphane
- Personal Identification Code (PIC) is essential Ok Cancel
[t e i s

@Type OTP Code @ Click Temporary OTP Request (Non-Mobile OTP users only)
= |f you are not using Mobile OTP, go to e = Please prepare your employee number and Personal ldentification Code to
= Once you type the OTP code, go too get Temp OTP Code same as you do when you log into EP

aCliCk Sign In » Once you get Temp OTP code, copy the code to @



VPN Access Connection

= /PN Access Connection

GlobalProtect

Connecting... Connected

You are securely connected to the
corporate network

Disconnect Disconnect

@ Connecting > Connected

* Now you are connected to the LGE internal network

eAccess Internal Systems

* You are now able to access the LGE internal systems

GlobalProtect

@ hitps./ 50 bge.com splogin ipTTHPE= 335544 32EREALMOID-08- 383ecda- T458-0005-0000- TOAO00TOIL

W cesan L
e < LGE Coud PE D Boum [JNAVIR G Google

: T 4 S OfRY
o UR HE P EN

[ remember my 10

Login

-mS | HY



FAQ 1. Cannot connect to VPN

[Issue Case]
#When try to connect to VPN, a message appears as “No network Connectivity. Please verity your network connection and try again”

[Reason]
- This message appears when you input the incorrect information on the Portal Address. You should input apicvpn.lge.com for your portal address.

buyoung.kim
Welcome to GlobalProtect ]
Please enter your portal address l Seﬂings
[ buyoung.kim ] Welcome Page
Help
Connect About -

[Resolution]
- Go to Settings -> Under Portal, click the incorrect information and *-" button -> Click “+" and input apicvpn.lge.com

Weleome to GiobalProtect [ Settings

[ aicvpn Igt; com : ] Welcome Page
—— Help

=

Portals: Portal Status

apicvpn.lge.com




FAQ 2. Cannot log into VPN Portal Site

Username l |

Password [ |

LOG IN

Authentication failed: 6005#0#ERR_UNDEFINED

[Reason]

1) OTP Authentication failed
2) SSO account doesn't exist

[Resolution]

1) Request for new OTP code for the authentication
2) Enable SSO Use for the OTP authentication (Please see the next page)



FAQ 3. How to enable SSO Use

(@ This should be done by L GE employees who created the temp employee numbers (X employee number)

Go to EP ->Access to IAM system (iam2.lge.com) -> Click External User Account Management

oIAMzL. -

m m o External User Account Management

1AM Authority Request
=AM
thorty Request System Assionment Account Type |All V| Subsidiary |LGEKR ﬂ Location
Authority Approval
Check My Request System Name | User No SSOID User Name
My Authority History
Ext User A i Code
Management PU-MDM_LGE
Change Personal MES_W/M
Information 3.0

WMP_WinM

@ Click users by search -> Click Modify -> Check “Yes" on SSO USE -> Click Submit

eﬂemal Usar Information H

User information ®YES (O NO
Account Type S50 Use | Ifyou select "No”, only Groupwarne
= (AD, PC Plus, Gale ETC)is available
M English) LGE Mail Use (@) YES NO
Suesidiary Gender | () Male ® Female
pcation
buyoungkimg@igens. com

Personal E-mail
Information and notification aboul user no.creabon and user 1

¥yVy=-mm-=dd
e
1)
Persana E.mail Request Reason 3 ontracted Worker / Freelancer
Prrson n charge Other Comment

* mark for required felds

ECTE T T
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VPN AO|E M4 QU T2 CpQ2C

VPN AfO|E F4 W T2 cjeac

% | + - 0O x

[ -
= 6|1'.1|1~,'_.‘.-'v|_;n.|ge.{om B ; = o -

@ LGVPN _ = -

VPN AL EOf TRt 2] Apg

: ) [T | :
Nk i iy -
3 Windows 64 bit Windows 32 bit MAC 32_64 bit

Usernarme e .
Vi A

Password

Q=

Please run the App and enter the displayed OTP!

@a

© VPN Aol F @ PCol ST e m2 7Y A%
= 9/14Y HE https://vpn.lge.com L 2& ™& - Windows 64 bit
- AMH Hae FAH| (https://kicvpn.lge. com) ol _ _
= \indows 32 bit

OrCcz239DYY  © Password Y » MAC 32_64 bit
e LOG IN = Linux
S Y 0 L0GIN © VPN User Manual

X BHES 4= S OTP A 50| 0] 2 B2 FAQE X510 OTP Self ServiceE 2 2A|7| HFZFL|CE


https://vpn.lge.com/
https://kicvpn.lge.com/

VPN Z2 734 M|

= VPN Z2 73 Mx| dhe
Q GlobalProtect - w

Welcome to the GlobalProtect Setup Wizardge oo 6ato

TR

The instalier vl guicks you through the steps requised to nstall GlobalProtect v4.0.4 on youwr
COMpLber,

WARMING: Thiz computes progeam is protecied by copymghl Lws and inbeenationsl esties.
Unasuthroiizad duplcstcn of destiibution of this peogiam, of ary poiteon of R, may resull in sevens el
of ciemnal penalbes, snd wal be peosecubad Lo the maamoem exlenl possbls urder the law,

Next 2
Cancel ¢ Back Mt >
% GlobalProtect = x
Confirm Installation ﬂ
paloalto
Thet irataler it ready to rstall GlobalProlec] on o compuler.
Chck "Mead™ to shat the nistalabon
Next 28
Cancel < Back Mesd >

& GlobalProtect

Select Installation Folder

The mistaler wall inslall GlobalProtect bo e followang folder.

— =

paloalto

-t

Tao inalall i this lokder, chck "Hest". To install to & dilfesert folder. enter it below or chck "Brosse™,

Eolder
[ Program FilesWPalo Alto MetworksWialobalP ratectiy Browse .
Diigk Ciost..
Next 2&
s [ o
& GlobalProtect = *
Installation Complete
P #2 paloalto
GlobalPiohect has been uccessuly nstallad
Chek "Closa™ to el
Close 2

Cancel

<Bock



VPN H&

= VPN Z232 A3 H

B

1l

® D © GlobalProtect

g 8w /’{,’\
Q GlobalProtect

-

¥ GlobalProtectta msl *

u s

' ki o R X Welcome to GlobalProtect
kicvpn.lge.com

pe) Qiobalpmio(qc

@ VPN Z2 a3 M

= A|ZtI 2 J2Hof|l A VPN 2 J2H(globalprotect) 22 & Al

GlobalProtect GlobalProtect

Sign In Sign In

Portal: kicvpn.lge.com Gateway: kicvpn.lge.com

QUsername

Password

0

O/ ore Password

Sign In

Cance

Cancel

© VPN H4 =02l 93 (2% 18] 4)

» £0|Ql = &9 kicvpn.lge.com =

©signin 23

© Connect 23

0 Username, Password Y& (Z]A} PC ID/PW)

O orP Y3

@signin 23




VPN H&

GlobalProtect

Connecting...

Disconnect

o ﬂ GlobalProtect

Connected

You are securely connected to the

corporate network

—_—
%"}4@ https://sso.lge.com/eplogin jsp?TYPE=33554432&REALMOID=06-3d8ecdag-7458-0006-0000-703700007

st - @e || B

@ L6EP30 <0
5 & LGE Cloud PC [ Daum [] NAVER G Google

_E D243 g7 o= Of2y
Gug ig 2o

USER ID

PASSWORD

D Remember my 1D

Login

Disconnect



GlobalProtect

GlobalProtect

~ O

Connected Not Connected
826 AM 4 z 7 d . Ol r<
- L] You are securely connected to the You are using 0|55
&/31/2020 corporate network
Disconnect Connect

VPN &2 37|

= VPN Connected A€ &2l

= A HE

vm )

(1 QY= E:INES
23sto]

= VPN lconS

@ Disconnect 23 3t0] AE 37|
i

g

B2 yep o

(3 k]



7|E} (OTP SelfService)

vpn.Ilge.com AfO|E H&A| TR &Y
& GlobalProtect - [m} X - TR
2 s o 3
Notice O - 015 Setanvice
fa O 5K Clovd #C D Osum num G Googhe
VPN AH8ol Cigt 0| At | A
1. VPN AISS 498 PC2 H4te 243 HAo2 Bict eO"’UwM LD
2. Y98 PO} Ol PCOHR! i B354 POYOYIA] 4 Al EP System@t Hello! (input your AD ID)!
40| 2H5 o101, MY Cre 253} Eoteict
3. VPN AIRS 95 SUEZ 5|2 900, 9 AHE St 39 You need to verify yourself
QA E0|2|g e 4 9 by putting EP/SSO Password
to aet Temo OTP and Aop Self-Install.
Precaution on using VPN

1. Access to VPN should, in principle, be made through designated
company computers.

2. When accessing vpn from a PC (personal or public place PC) other
than a work PC, only the EP system can be accessed,
and attachments cannot be downloaded.

3. The information security team has the right to monitor VPN access.
You may receive penalties for violating these conditions,

b IT Helpdesk

[7i#] Temporay OTP Reqeust 1544-3766(Korea/Asia)
@ - 8 temporary digits to login without smartphone 1-201-816-2001 (Amen’ca)
Temp - Personal Identification Code (PIC) is essential 31 . 20' 347'2646(EU/MEA/C|S)
86-10-5915-9966(China)
¥ VPN User Guide

—

It helps OTP wrn n OTP u-mmy Lm er

Don data are rea ™ ITANAG

’ [ Do not show this again RIBN -

@ ID, Password 92 & Login & &g
d

ﬂTemporay OTP Request 2¢ =
= EP/SSO 239! ID, Password 21 & 2 QIA| D E H3 XIsH

» VPN E& H&A| Notice 3HH 310 Temporary OTP Request 23

=2 d7.

© OTP User Guide 22!



Temp OTP Request

o1P ser Guide ] ] QA OTP EIZ 8%

1£1401%, (NOT 24 HOURS) B2 § §{ 2615 OTP 4&§ dHUY

OTP S8 U ¥ 4N E %7 WM AU 4YI=F
#712 gpoiea YgU

A4 | |

An4gRs l
[ MMDD)

aAwER

ét 1%]’do|0{, (NOT 24 HOURS) ﬁ .

HolS 9i5) 2etel OTP A8 S HRHYC

Temp - AOEE ofo|E WL QA OTP 8%}2
- 2919 HQALETE (PIC) 20| T2lLict,

ENYAEIE MY, S OIYR P

| Ok | | Cancel |

e iy | |

* ADPEE 90| SO0 MESYE RE 0T TUTE 1D G4 OTF 43 0bh 8 0 FaFas

) Y OTP Self | - OTP ojZ&}3{|o]’d ‘2=

ﬂ;\ _L}O] ADFEZOj|A] OH THAM = mQatk armas ) - - - - -

@ R e —> = MR|Dto| 2L AT 2510 Bief Ho|X| shTt ol
R("gl.‘ﬁt("r Country Code  Mobile Phone Number

B B e SR IT Helpdeddy Maijete) O T & WHNTML
ofaS) Y TN LD G URLE UE2E TS DEHMG

OTP S8 % Pt TUH FA T RS S8 4§ tuct
it EE W RE B EEUG

SRR AR 18 PEN 4T LAW S WU

P

wosma
T ]

W ek ¥

= wnemas wysd v e e (RN

BERE WLAE B



?|&t (LG VPN 22 4S8 8%)

o

- VPN ALS 23 213 X2i0| TR% B9 o2 % FAH Fuch

@ HelpDesk x| ¢ (1544-3777)

O 75127'A("Igevpn) 2 S8 AT FPPIRET £t & Y5, HHAI|S S IT X9 AH|2

[

AUt e

&+ Q

e4UtB P @

e A © X f
QB

¥R 50% &

< lgevpn

LGHX} VPN ITA|#
&




FAQ 1. VPN 4 S0 & E|X| Qb LIC}. ofF 8o} sitR?

JI'

[EXITH 4]
#VPN M2 A| “No network Connectivity. Please verity your network connection and try again” 25 24

[H 2

- Portal Address &=l kicvpn.lge.com©| ofH CHE2 EHHZ YHMZ F2 L/
GlobalProtect Portals: Portal Status
buyoung.kim
Welcome to GlobalProtect G
Please enter your portal address . Settings
[ buyoung.kim Welcome Page |
Help
[EX| A
- = 4Y HREBE) 20T setting > portal FF0f| HRE HEHE MH|THF addE FE F kicvpn.lge.com MY T I A
Portals; Portal Status
kicvpn_lge.com

Welcome to GlobaIProtect f
Blania Lt Settings

[kicvpn ige com ] Welcome Page
— Help

e




FAQ 2. Error2. 501 /st 21010] HX| 54, o3 sioF =47

Username { |

Password ‘ ‘

Authentication failed: 6005#0#ERR_UNDEFINED

[

-OTPEZ /3t SS0 50| ZXH5tX| QL OTP Q15 AT 4 9

[>

Ujct.
[ZX| AR

- SSO A8 5 ‘478319 OTP T & 0| 2t ot = ZH| (M| F 21| = TR A 1544-3777 or 17232 = Z9)



FAQ 3. SSO A’g2 © 37l 17 si48a?

I_

.I

X} SEAE Sol A4 SO 2Huc

EPE &l IAM2 4% External User Account Management

IAM

- |AM
Authority Request
Authority Approval

Check My Request
My Authority History
External User Account
Management

Change Personal
Information 3.0

external User Information

User Information

Account Type

User No.
Name(English)

Subsidiary

Location
Position

SSO Use

AD ID
Gender

Personal E-mail

Person in charge

Authority Request

System Assignment

System Name | |

Code
PU-MDM_LGE
MES_WM
WMP_W/M

2% 3 4% U 2ol

[ oan

Account Type

User No

[

External User Account Management

All

| 3 Modify > SSOUSEZ 3 &

ZH

Subsidiary

SSO ID

SS0 Use

LGE Mail Use

Gender

Personal E-mail

Request Reason

LGEKR

®YES (O NO

Location

User Name

Ifyou select "No", only Groupware
(AD, PC Plus, Gate ETC)is available

® YES O NO

O Male (® Female

buyoungkim@lgcns.com

Information and notification about user no.creation and user r

o *Task Name [
o *Working Period : |

]
E

Format: yyyy-mm-dd ~ yyyy-|

*Which Number is matched to the User? =p Answer (

1. LGE Partner's Employee (2
2. LGE Partner's Sub-contracted Worker

o Other Comment : [

]

ALY ZAF)

Freelancer (

* mark for required fields



FAQ 4. 7|Et

@ VPN Ao|E7} % 5| 940t o{%7| soF 5jLte?

= 5822 https// & MM H

2 20| Jhs gt
2 Y&0hA7| HY Y,

kicvpn.lge.com or vpn.lge.com AtO|EQ| HQ HOIZSHE

HM& A| https://kicvpn.lge.com or https://vpn.lge.com2

Q@ VPN H% % LGEP Afo|E& of 5] H4 siLte?

VPNO| Connect = CtH AHLHA| AEIS X

5T o+ A HEPHE AYHH.
QIE{S H2tR X Ho| https://sso.lge.com X 215t & SHA|H HYCh

OHE|LtR?
QA OTPE W3t ZA| 13) AR 4 Qs QA OTP YLiTh HALRO| £It5t0, TR A X
Ha|stH| AL St A} e AP 2HtY

g O MOF BT
21 OTPE (501 AFGSHAIT FUIC,


https://kicvpn.lge.com/
https://vpn.lge.com/
https://sso.lge.com/

